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Abstract
I prove lower bounds of some parameters of elliptic curve
over finite field. There parameters are closely interrelated
with cryptographic stability of elliptic curve.
1 Intoduction
Relations between Diffie-Hellman problem on group points on elliptic curve and
Pairing Inversion problem was considered in [1]. It showed the importance of
consider the Pairing Inversion problem. No effective algorithm that solve Pairing
Inversion problem is known yet.
Algorithm that effective solution the Pairing Inversion problem if some pa-
rameter of curve is little was propose in [2], but heaven knows any curve that
has little parameter really.
2 Diffie-Hellman problem and pairing
Consider H1, H2 and Hr - groups of prime order r. I will write H1 and H2 as
additive groups.
Map e: H1 ×H2 → Hr is call non-degenerate pairing if in fixing any non-
identity element ∈ Hi e is isomorphism of group H3−i and Hr (i ∈ {1, 2}).
Let we have 2 non-degenerate pairing (they may be same)
e1 and e2 and elements Y , [A]Y , [B]Y ∈ H1. Then we can solve Diffie-
Hellman problem (find [AB]Y ) so:
1)Find e1([A]Y, U) = z for some non-identity U .
2) Inverting pairing e1(Y, .) = z and find [A]U .
3) Find e2([B]Y, [A]U) = w.
4) Inverting e2(., U) = w and find [AB]Y .
3 Notations
Let E is elliptic curve over Fq.
r is prime number. G1 := E(Fq)[r]. Let |G1| = r.
Let k is the smallest number that r|qk − 1.
Let Gr = {µ ∈ Fqk |µ
r = 1}.
piq - Frobenius endomorphism.
1
Let a ∈ N. Write a as a =
∑i=k−1
i=0 aiq
i −
∑i=k−1
i=0 biq
i mod(qk − 1), where
ai, bi ∈ N≥0
There are many tuples ai, bi that give valid expression for a. We choose so
ai and bi that S =
∑i=k−1
i=0 ai +
∑i=k−1
i=0 bi is minimal.
Definition D(a) := S.
4 About f d-view functions
Proposition 1
For any function fd, where f ∈ Fq(E) there exists F ∈ Fq(E) such that:
fd|G1 = F |G1 and deg(F ) =deg(f)D(d).
Proof: write d as d =
∑i=k−1
i=0 aiq
i −
∑i=k−1
i=0 biq
i (mod qk − 1), where∑i=k−1
i=0 ai +
∑i=k−1
i=0 bi = D(d).
fd =
i=k−1∏
i=0
faiq
i
i=k−1∏
i=0
(f−1)biq
i
=
i=k−1∏
i=0
f q
iai
i=k−1∏
i=0
(f−q
i
)bi (1)
Denote by mi and li the function that f
qi = mi ◦ pi
i
q and (f
−1)q
i
= li ◦ pi
i
q.
deg piiq = q
i([3]) , hence deg(mi) =deg(f) = deg(li). Frobenis endomorphism
acts identically on points ∈ E(Fq) so:
f q
i
|G1 = mi|G1and(f
−1)q
i
|G1 = li|G1 (2)
Let’s denote function: F :=
∏i=k−1
i=0 m
ai
i
∏i=k−1
i=0 l
bi
i . f
d|G1 = F |G1 from (1)
and (2), deg(F ) = D(d)deg(f) from properties mi and li.
5 Functions that define pairing
Proposition 2
Let E - is elliptic curve, G - subgroup of E(Fq) and |G| = r, f ∈ Fq(E).
Let fd define non-constant homomorphism between G and subgroup Fq. Then
d·deg(f) ≥ (1/6)r.
Proof in [1].
In [2] F. Vercauteren proposed algorithm that solve problem inverting pairing
in case that deg(f)D(d) is little.
Next statement show that it value can’t be little.
Proposition 3
Let f ∈ Fq(E) and f
d is isomorphism betweenG1 andGr. ThenD(d)deg(f) ≥
(1/6)r.
Proof: There exist F ∈ Fq(E): f
d|G1 = F |G1 degF = D(d)deg(f) by
Proposition 1. Using Proposition 2 for f = F and d = 1 we get required result.
2
Corollary
Let f ∈ Fq(E) and f
d is isomorphism between G1 and Gr. Let d = c(q
k−1+
...q + 1) + d1. Then D(d1)deg(f) ≥ (1/12)r.
Proof: note that if f c(q
k−1+...q+1)fd1 is isomorphism between G1 and Gr,
then f c(q
k−1+...q+1)(q−1)fd1(q−1) is isomorphism to (k > 1).
f c(q
k−1+...q+1)(q−1)fd1(q−1) = fd1(q−1). Write d1 as d1 =
∑i=k−1
i=0 ziq
i −∑i=k−1
i=0 uiq
i (modqk − 1), where
∑i=k−1
i=0 zi +
∑i=k−1
i=0 ui = D(d1).
Then (q − 1)d1 = (zk−1 + u0)q
0 +
∑i=k−1
i=1 (zi−1 + ui)q
i − (uk−1 + zi)q
0 −∑i=k−1
i=1 (ui−1 + zi)q
i. Hence and by definition function D we get that D((q −
1)d1) ≤ 2D(d1). Hence and by Proposition 3 we get inequality.
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